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Abstract: Attribute-based encryption (ABE) scheme is widely used in the cloud storage due to its fine-grained access control.
Each attribute in ABE may be shared by multiple users at the same time. Therefore, how to achieve attribute-level user revo-
cation is currently facing an important challenge. Through research, it has been found that some attribute-level user revoca-
tion schemes currently can’t resist the collusion attack between the revoked user and the existing user. To solve this problem,
an attribute-based encryption scheme that supported the immediate attribute revocation was proposed. The scheme could
achieve attribute-level user revocation and could effectively resist collusion attacks between the revoked users and the exist-
ing users. At the same time, this scheme outsourced complex decryption calculations to cloud service providers with power-
ful computing ability, which reduced the computational burden of the data user. The scheme was proved secure based on
computational Diffie-Hellman assumption in the standard model. Finally, the functionality and efficiency of the proposed
scheme were analyzed and verified. The experimental results show that the proposed scheme can safely implement attrib-
ute-level user revocation and has the ability to quickly decrypt, which greatly improves the system efficiency.
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DSK .

2) FAEHAE R B

AAKeyGen(id,PK,DPK,MSK,S) — {RK,SK,
KEK'}: AA 2171535, fAPK . DPK. MSK
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Zill FKX:(Fkﬁ , b B HLE 6, X R AT
v, e . i, DSM il {att v, kek ,KEK } #ilt
KEK "P'ff {att v, kek ,KEK } .
ReEncryption(Hdr,CT,att ) — {ﬂ,ﬁ} : DSM
BENLESE 'k, € Z,, EMHHSL: C=Ce(g, )™
C=Cg",C,=Ch g"™", (Cg"hi 1 1<i<Li#x.
BJ, CT=(C,C,C{C, g'hiNI<i<Ili#x.
BB Sk A

k.0
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Type - W) I J&,  BU T4 77 S L35 0 AN mT 200
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B att, (1<i<niz#x), BiEF—DHiPLIEL
e Z, ST = g" Xt att), BEEHLER . € Z,
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